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About this Guide  

This guide is organized to walk you through the process of Installing and Setting up and using HipLink 
Mobile. Please refer to the HipLink Installation and Administration Guide and the HipLink User Guide for 
complete details about HipLink. 

Process Overview 

There are several elements in HipLink that need to be modified or confirmed in the process of setting up 
HipLink Mobile.  They are:  

• Considerations for application download  

• IP and Network setup and definitions 

• Global Settings for specific feature enablement 

• The HNP (HipLink Notification Protocol) Manager set-up 

• Messenger definition and Services start 

• Carrier definition 

• New User Group definition or existing group permission changes  

• User setup if required 

• Defining the new receivers 

Application Download Options 

Customers have two options for the distribution of the HipLink Mobile Applications.  This will be 
coordinated through your Sales Engineer and internal team.  

The options available are as follows: 

• Download the application from Apple App Store or Google Play Store 

• Use an MDM solution to distribute the application to your internal staff. This will make updating 
the application in the future something that can be managed through Mobile Device Management 
Updates. 

System IP & Network Requirements 

Before you can set up your system to be able to use the mobile app, there are a few steps you will need 
to go through.  The mobile application requires direct connectivity to your HipLink server and thus access 
through defined ports.   

IP Considerations 

Please be sure to confirm the following:   

• If Mobile application users will be using their devices from locations outside of your organization, 
there must be an external IP address accessible to these devices which will route mobile 
application traffic back to the HipLink server.   

• You will need to verify which ports you will be using for the HNP service (5222 for example), and 
make sure both these ports are Inbound open.   

• Verify the networking infrastructure has port forwarding/NATing enabled between the external 
and internal IP addresses. 
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Port Requirements 

The Mobile Application does require firewall modifications but HipLink has developed its requirements to 
separate inbound and outbound ports.  The application only uses one direction for each port.   

 

Host Port Protocol Type Remote Purpose 
      

HipLink 
Server 

5222 
default 

TCP 
Inbound 

<==== 
HipLink     

HNP Clients 

HipLink communication over persistent connection 
between HipLink server and client apps. The port 
can be changed. 

HipLink 
Server 

5223 
default 

TCP 
Inbound 

<==== 
HipLink     

HNP Clients 

HipLink clients communicate with HipLink 
server. This port is configurable and can be 
changed. 

HipLink 
Server 

443 TCP 
Outbound 

====> 
APNS   

Gateway 

Push notification handoff to APNS gateway 
through HTTP/2 provider API 
[api.push.apple.com] 

HipLink 
Server 

5235 TCP 
Outbound 

====> 
GCM   

Gateway 
Push notification handoff to GCM gateway 
[gcm.googleapis.com] 

HipLink 
Server 

5236 TCP 
Outbound 

====> 
GCM   

Gateway 
Push notification handoff to GCM gateway [gcm-
staging.googleapis.com] 

HipLink 
Server 

587 TCP 
Outbound 

====> 

HipLink 
SMTP Relay 

Server 

Push notification fallback to SMS through HipLink 
SMTP Relay Server [mail11.myoutlookonline.com] 

      

iOS App 5223 TCP 
Outbound 

====> 
APNS 

Gateway 

iOS device persistent connection to APNS 
gateway to register and receive push 
notifications 

iOS App 443 TCP 
Outbound 

====> 
APNS 

Gateway 

iOS device persistent connection to APNS gateway 
to register and receive push notifications, if 5223 
outbound port is inaccessible 

      

Android 
App 

5228 TCP 
Outbound 

====> 
Google Play 

Services 

Android device persistent connection to Google 
Play Services gateway to register and receive push 
notifications 

 

IMPORTANT NOTE: Due to the nature of the required ports for the HipLink Mobile Application, it is 
common that these ports are not open by default. Please verify the HNP service ports are not blocked by 
either internal routers or firewalls. 
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License Key 

Check the License Key 

The first thing to check is your license key on your HipLink server. In order to use various features like the 
HNP Manager, Support Basic Mobile Usergroup or Support Advance Mobile Usergroup the license key 
must support it. To verify your license key supports the HipLink Mobile App, on your HipLink server 
navigate to the Sys Admin menu at the top of the screen, then navigate to the Upgrade & Maintenance 
section and click on the Install License link. Within the Install License panel, you can scroll down until you 
see the HNP Manager, Basic Mobile Usergroup or Advance Mobile Usergroup Supported line. If you see 
a check next to this feature, it is enabled and you may continue to the next step. If no, check with your 
administrator to make sure this feature is purchased. 

 

 

Mobile User Group Permission & Control Policy Overview 

Permissions for HipLink Mobile receivers can be set from the Mobile User Group. 

This overview gives the administrator a high-level view of the structure available.  Each of these aspects 
is covered in detail in the designated section.   

1. Mobile User Group: The permissions set for HipLink Mobile receivers assigned in their Mobile 
User Group settings. 

2. Remote Administration: The permissions assigned to an individual receiver through Advanced 
Messaging > Remote Administration feature. 

The application of these permissions has certain dependencies that are explained in the following table: 

Mobile User Group 
Remote 

Administration 

Permissions on  

Device 

Enable Enable Enable 

Enable Disable Disable 

Enable Enable / Disable Enable 

Enable Enable / Disable Disable 

Disable Enable / Disable Disable 
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Setting up HipLink Mobile  

Global Settings  

There is a configuration settings screen on HipLink Server named Global Settings. This is very important 
to go through this section and made configuration changes before starting with the app usage. 

There are different sections on Global Settings but following are some important areas that needs to be 
configured properly: 

• Response CC: This feature sends alert responses from the recipients of the message to all 
participants.  
 

 
o Enable Response CC: Enable/Disable response cc functionality 
o Response CC Message Subject Template: Response CC Alert subject template to 

be sent to the participants 
o Response CC Message Template: Response CC Alert body template to be sent to 

the participants 
o Automatically CC All Receivers & Groups: All the alert participants will be 

automatically added to the Response CC participants list based on the selection from 
this drop down, else sender need to add the receiver into the response cc list 
manually. This dropdown has following values: 

▪ HNP Device, Alerts sent from HNP devices 
▪ GUI: Alerts sent from GUI 
▪ API: Alerts sent through CLI or Gateways to the HipLink system 

 

• Other Settings 
o Setup ‘HipLink Hostname’ for your server. HipLink App will use this as part of URL to 

access different app features. 
o Setup ‘HipLink Port’. HipLink HNP services will be accessible to HipLink App over 

this port. 
o Setup ‘HipLink Host Type’ as Secure (HTTPS) 
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• Receiver Settings 
o Enable "Receiver Attributes" 

 

• Under Message Sending Settings 
o Also check “Enable Confidential Messaging” checkbox 

 

• Location Extraction: This feature must be enabled if you are using the HipLink Mobile 
Location Tracking module in HipLink mobile. 

 

Location Extraction allows admin users to enable/disable the extraction of the incident location 
from the content of an alert and sends it as part of the message body to targeted devices. 

• Enable: Enable/Disable location extraction feature for receivers.  If unchecked, the 
location will not be extracted from alert body but a location entered using the 
Location Tracking fields from send panel will still be functional. 

• Place Name Pattern: Define regex pattern to extract place name from alert body 

• Address Pattern: Define regex pattern to extract address from alert body 
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• Cross Street Pattern: Define regex pattern to extract cross street from alert body 

• City Pattern: Define regex pattern to extract city from alert body  

• Latitude Pattern: Define regex pattern to extract latitude coordinates from alert body 

• Longitude Pattern: Define regex pattern to extract longitude coordinates from alert 
body 

• Extraction Location From: Extract Location field has two dropdown values: 
o Location Tracking Fields 
o Alert Message Body 

Based on the selection, it sets the priority from which field location will be extracted 
incase alert has data in both the fields.  

• In case the selected field doesn’t has location values the URL will be extracted from the 
other, if available. 

 

HNP Manager Configuration 

HNP Manager is an interface to manage different HipLink Mobile application settings. It gives the user 

control over to enable/disable advanced HipLink App features. 

When setting up the HNP Manager there are different sections on HNP Configuration: 

• General Settings 

• Advanced Settings 

• Push Notifications 

• Secure Internet Call 

• HipLink Alert  

General Settings 

This section is used to setup general configuration settings for the HipLink Mobile application. 
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Persistent Connection: A persistent connection allows HipLink Mobile apps to remain connected with 
the HipLink Server over a persistent socket connection while running in foreground. Persistent connection 
allows a direct connection between application and the server. 

• Enable Persistent Connection: Enable/Disable persistent connection functionality 

• Server Certificate (for TLS): Provide the path to the Server Certificate to be used for TLS 
connection. For the server certificate that comes bundled-in with HipLink, the path is provided by 
default  

• Server Private Key: Provide the path to the Server Private Key used for the above certificate. 
Leave the default value if you are using the default certificate. 

• Server Private Key Passphrase: Server private key passphrase to secure the communication 
channel 

• Server Port: HipLink Mobile Apps connect persistent connection over this port with server 

• Acknowledgment Timeout: If message is not received on the mobile app before this time (in 
seconds) the server will send message through alternate push notification channel 

Session Settings: Session settings reset the mobile application session after configured time. 

• Access Token Expiry: Application session refresh automatically on the timeout. This process is 
seamless and invisible for the users but helps in securing the application session. 

 

Misc. Settings: These are the additional settings used in the application 

• Organization Name: This is the text field and the name you enter here will be shown on Mobile 
App Login screen. This feature will be part of Universal Application builds available on Apple App 
Store and Google Play Stores 

• HNP Communication Logging: If enabled this will write additional logs on disk 

Advanced Settings 

This section is used to setup advanced features for HipLink Mobile  

 

Location Tracking: Allows you to see information about the incident location, who is responding to an 
alert, routing information, map navigations, and real-time location of other responders on the map from 
HipLink Mobile as well as from server. 
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• Enable Location Tracking: Enable/Disable location tracking feature from server 

• Maximum Tracking Duration: Default time in minutes for which device keep transmitting its 
location if has confirmed the received alert  

• Google Maps API Key: Google Maps API value to be used by the HNP client apps to show map 
directions on client 

Quick Dispatch: Quick dispatch allows mobile application users to send an alert to users who are not 
registered to HipLink system. 

• Enable Quick Dispatch: Enable/Disable the functionality for mobile app users 

• Carrier for Email Messages: Alerts sent to unregistered users email addresses will be 
processed through this carrier 

• Carrier for Text Messages: Alerts sent to unregistered users phone numbers will be processed 
through this carrier 

HipLink Mobile Data Archive: HipLink Mobile Data archive allows the users to archive their data on the 
server for a configured number of days. Data archived on the server will be synced across multiple 
devices when the user logs in. 

• Archive Data After: Data older than configured number of days will be cleaned from the server 
automatically 

• Request Page Size: Configured number of records will be sent to devices in response to each 
data sync request. Devices will keep requesting data until complete data is sent from server 

 

Push Notifications 

This section is used to setup push notifications for Android mobile app devices 

 

 

Push Notification Settings:  

 Apple Push Notification Service is configured and hardcoded in HipLink server.  

• Enable FCM: Enable/Disable Google FCM service for Android devices 

• Server ID: FCM server ID 

• Server Key: FCM server key 

Note: It is mandatory to setup push notifications, otherwise app will not be able to receive messages 
in real-time. 
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Push Reminder & Fallback Settings: Push reminder & fallback settings section allows to setup 
additional reminders in the event HipLink is not able to get the message to the phone in first attempt. 

• Push Reminder Attempts: In addition to first push these many reminder push notifications will 
be sent to devices if device is not able to receive the message in first push 

• Push Reminding Timeout: If device is not able to get the message in first push, reminder push 
will be sent after configured timeout value 

• Enable HipLink Mobile Text Message Failover: In the event the phone does not get the 
message and all push reminder attempts are exhausted, an SMS text message will be sent to the 
phone number defined to notify him/her about pending message on the server. This is very rare 
and usually happens when the phone is out of network or not connected to server.  The User is 
notified regarding the pending messages with a text message to the phone number defined.  The 
message content is not sent but an alert to login to HipLink.   

 

 

Secure Internet Call 

This section is used to setup HipLink VoIP call functionality between HipLink Mobile clients.  It does require an 
account with Tokbox for the service to work.   

 

VoIP Call Configuration Settings: If enabled an option will be shown with HipLink Mobile contact to dial a 
secure audio or video call. 

• Enable Secure Internet Call: Enable/Disable secure internet call feature 

• Tokbox API ID: Tokbox API Id 

• Secure Key: Tokbox API secure key 
 

To setup this feature, the organization needs to buy subscription from Tokbox to setup their account or contact 
HipLink. 
 

HipLink Alert App 

This section is used to setup HipLink Alert. HipLink Alert is light-weight version of HipLink that is only used for 
one-way broadcast alerts that doesn’t require receiver licenses.  This feature must be licensed separately from 
the standard HipLink Mobile licenses.   
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• Enable HipLink Alert: Enable/Disable HipLink Alert. If enabled HipLink Alert will be able to connect to 
the server and an additional option will appear on send panel to send broadcast alert to all connected 
HipLink Alert phones.   

• Expiration Time: When an admin sends a broadcast alert from the server, all connected devices will get 
the message.  If any new devices login to the service before the expiry time they will also get the 
message but the devices connect to server after timeout won’t be able to get the message and 
broadcast alert will expire. 

• Push Reminder Attempts: Configured number of push notifications will be sent to connected offline 
devices 

• Push Reminding Timeout: Timeout value between two consecutive push reminders 

• Access Code: This code value is used for HipLink Alert app authentication purposes and users are 
required to enter this value in HipLink Alert app after entering their organization Id to connect with the 
correct server 

 
 

Manage Mobile User Group  

Mobile User Group defines the level of access that a HipLink Mobile receiver will have to the features and 

contacts. Administrators can create new Mobile User Groups, in addition to the predefined group Basic 

Mobile User Group. All of the existing Mobile User Groups are displayed as entries in the drop-down 

field on HipLink Mobile Receiver Add/Edit page. In addition to that, Permissions of Department, 

Templates, Response Action, General Policy and few General Settings for HipLink Mobile Client will now 

be controlled from Mobile User Group. 

 

To access Mobile User Group tab, choose Mobile User Group from Settings section 

 

 

From Mobile User Group screen user can Add, Update, and Delete mobile user group. 
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Mobile User Group Name: Shows the name of added mobile user group. 

Member Count: Shows total number of HipLink Mobile receivers associated with this mobile user group. 

Edit Button: Edit the selected mobile user group from server and new changes should reflect on the 
HipLink Mobile receiver’s device. 

Delete: Deletes the selected mobile user group from the server. 

Detail icon appearing in Action column with only default mobile user group.  

 

Default Mobile User Groups 

Default Mobile User Group gives HipLink Mobile receivers access to receive alerts and messages. The 
group cannot be edited or deleted. 

To view Default Mobile User Group, click on the detail icon against default mobile user group. 
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General Policy Permission Settings 

General Policy screen has multiple sections, each section has similar set of permissions grouped 
together, and this general policy will applied to those entire receiver’s mobile devices who have selected 
this mobile user group. 

To add custom Mobile User Group, click on the Add Mobile User Group button on Mobile User Group 
Panel screen. 

 

 

After 

applying General Policy, do not forget to restart Hiplink Mobile Manager and Push Notification Service. 

 

Permissions Configuration 

Permissions configuration controls the access permissions to different features available on mobile app 
and has default value of ‘Yes’. 

Each permission dropdown has 2 different possible values: 

• Yes: User will have access to this permission from client and able to use this feature 

• No: User does not have access to this permission from client and could not able to use this 

Receive Alert:  Users will be able to receive Alerts on device if this permission is Yes otherwise, no alerts 
will be received on device  

Receive Message: Users will be able to receive messages on device if this permission is Yes otherwise, 
no alerts will be received on device 

Send Alert: Users will be able to send alerts on device if this permission is Yes otherwise, the Send Alert 
option does not appear on device 

Send Message: Users will be able to send messages on device if this permission is Yes otherwise, the 
Send Message option does not appear on device 

Access Templates: Users will be able to access templates only on device if this permission is Yes 
otherwise, the template option does not appear on device 
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Access Custom Actions: Users will be able to access custom actions only on device if this permission is 
Yes otherwise, the custom actions option does not appear on device 

Disable Logout Button: If enabled, users will not be able to Logout from the application manually 
because Logout button will not be accessible from the application.  

Settings Access: Settings drop down has multiple options and each option applies different permission 
set on application settings screen on device 

• Full Access: Users will have full control over the application settings and they can customize all 
settings from their device 

• Limited Access: Users will have full control over the application settings except ‘Security and 
Advanced Setup’ which will become Read Only 

• Very Limited Access: User will be able to customize settings for ‘My Profile’, ‘Message Tones’ 
and ‘General Settings’ only, all other sections become Read Only 

• Read Only: Users will not be able to customize settings on device and all sections become Read 
Only  

• Lock: Users will not be able to access Settings from device and setting option will hide on device 
screen 

Allow Compromised Devices / Allow Jail Broken Devices: If enabled, jail broken or compromised 
devices will also be able to use HipLink Mobile and connect with the server otherwise, these devices will 
not be able to connect with HipLink server.   

View Contacts: Users will be able to access contacts only on device if this permission is yes otherwise, 
the contacts option does not appear on device. 

View Access Alert Topic: Users will be able to access alert topic only on device if this permission is yes 
otherwise, the alert topic option does not appear on device. 

 

System Configuration 

System configuration controls the app security related configuration settings 

 

Enable Master Password: If this permission is ON, a notification will be sent to the device to setup a 
Master Password on client application.  This can be a numeric code or fingerprint.  

Landing Screen: Landing screen allows user to set default landing screen every time user launch hiplink 
application.   

 

Inbox Configuration 

Inbox configuration section has message/alert view and settings permissions grouped together 
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Auto Delete: If enabled, alerts will be deleted from client app as soon as user responds to an alert they 
receive. This feature is only for Android and Desktop client apps. 

Save Sent Alerts: If enabled, all alerts sent from client will be saved as sent items on client app 

Enforce Confidential Messaging: If enabled, confidential messaging will be enabled by default for all 
alerts and user will not be able to send any alert without the confidential check enabled 

Clean Inbox Alerts: N day’s older inbox data will be archived on client application per the defined 
number of days  

Clean Sent Alerts: N day’s older sent alerts from inbox will be archived on client application per the 
defined number of days 

Clean Draft Alerts: N day’s older draft alerts from inbox will be archived on client application per the 
defined number of days 

Clean Messages: N day’s older chat messages from chat conversations will be archived on client 
application per the defined number of days 

Access Media Library: If disabled, users will not be able to access media library from client application 
when sending an attachment with alert or message 

 

Alert Configuration 

Alert configuration section has configuration settings specific to alert ringtones. There are five different 
types of severity alerts and user can set custom ringtone for each severity alert using this section and 
from device settings as well. 
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Message Configuration 

Message configuration section has configuration settings specific to chat message ringtones. Users can 
send two different types of severity chat messages and can set custom ringtone for each of those using 
this section and from device settings as well 
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Template Permission Settings 

On the Add/Edit Mobile User Group page, the HipLink administrator can set permissions that allow a 
HipLink Mobile receiver to view and use a template. All existing templates are listed on the Template tab. 
Permissions can be assigned by checking the checkbox against the Template. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Response Action Permission Settings 

On the Add/Edit Mobile User Group page, the HipLink administrator can set permissions that allow a 
HipLink Mobile receiver to view and execute a response action. Any existing response action are listed on 
the Response Action tab; Permissions can be assigned by checking the checkbox against the response 
action. 
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Department Permission Settings 

 On the Add/Edit Mobile User Group page, the HipLink administrator can set permissions that allow a 
HipLink Mobile receiver to send alert and message to the Receiver and Receiver Group of a specific 
Department. 

 

General Permission Settings Definitions 

 

Ability to Override Receiver On-Call Status: This option will allow HipLink receiver to send an 
alert/messages to unavailable/offline receiver. 

Add All New Created Response Actions to This Group: Enabling this option will automatically assign 
permission to mobile user group to add any newly created response action in the system. 

Add All New Created Templates to This Group: Enabling this option will automatically assign 
permission to mobile user group to add any newly created template in the system. 
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Manage HipLink Mobile Devices 

Manage HNP Devices screen allows HipLink Admins to monitor and control activated device list. To 
access the Manage HNP Devices screen, choose Manage ‘Manage HNP Devices’ from Settings section 

 

From Manage HNP Devices screen user can Delete, Block and Unblock activated device activations 

 

Number of Activated HNP Receivers: Shows total number of activated HipLink Mobile receivers out of 
allowed license limit 

Delete: Deletes the selected device activation from the server 

Block: Blocks the selected device activation from server and users won’t be able to login to HipLink 
server 

Unblock: Unblocks the selected device activation from server and allow users login to HipLink server 

Detail icon appearing in Action column with each record shows the detail of the connected receiver 

including his location 
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Manage HipLink Alert Devices 

HipLink has another mobile product called “HipLink Alert” which is used for only receiving broadcast alerts 
sent from connected HipLink Server and called as HipLink Alert App. To use the HipLink Alert App it 
needs to be enabled from HNP Configuration section. 

To access Manage HipLink Alert Device screen, choose Manage ‘Manage HipLink Alert Devices’ from 
Settings section 

 

 

From this screen user can Delete, Block and Unblock activated devices activations 

 

 

Number of Devices: Shows total number of connected HNP Alert devices  

Delete: Deletes the selected device activation from server 

Block: Blocks the selected device activation from server and users won’t be able to login to HipLink 
server 

Unblock: Unblocks the selected device activation from server and allow users login to HipLink server 

Detail icon appearing in Action column with each record shows the detail of the connected receiver 
including his location 
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Creating a Messenger for HipLink Mobile 

A messenger and carrier are mandatory on your HipLink server in order for messages to work. You must 
create a messenger on the server before creating a carrier. To create a messenger: 

• Choose Messengers under the Sys Admin 

 

From Messengers screen 

• Choose ‘HipLink’ from Protocol and ‘HNP 2 Way’ in the list and click on Add Messenger button 
• Name: Enter Messenger name 

• Description (Optional): Enter description for your messenger 

• Paging Queue: If you are using multi-queue license, select a paging queue to assign this 
messenger service to process messages from that specific queue only 

• Queue checking Interval (seconds): Messenger will check assigned queue after configured time 
to process any pending messages.  
None is the default value which checks queue multiple times within a second. 

 

Creating a HipLink Mobile Carrier  

To create a HipLink Mobile carrier: 

• Choose Carriers under the Sys Admin 
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From Carriers screen 

• Choose ‘HipLink’ from Protocol and ‘HNP 2 Way’ in the list and click on Add Carrier button 

 

• Name: Enter carrier name 

• Description (Optional): Enter description for your carrier 

• Device Type: Choose your device type icon 

• Paging Queue: If you are using multi-queue license, select a paging queue to assign this 
messenger service to process messages from that specific queue only 

• Logout User Settings: There will be 2 different options shown in Logout User Settings 
dropdown 

o Fail Backup Plan: If selected, Messages sent to Logged out HNP receivers will be 
directly marked as failed and delivered to receiver through its alternate configured 
channel if configured  

o Put On-Hold in Waiting Queue: If selected, Messages sent to Logged out HNP 
receivers will be moved to waiting queue and a push message will also be sent 

 

• Push on Logout: There will be 2 different options shown in Push on Logout dropdown 
o Enabled for Last Device: If enabled, Push notification will be sent to Logged out HNP 

receivers on sending any message to logged out receiver 
o Disabled: If Disabled, push will not be sent on sending message to Logged out HNP 

receiver 

• Maximum Lifespan of Message: This is the total lifespan of a HipLink Message on HipLink 
server.  
When a HipLink message is sent server will keep this message into his queue till the configured 
time and query for its response as well, but incase message is failed to deliver or receiver is 
unable to respond the message in configured time, server will discard this message from its 
queue and does not perform any action on responding this message after configured time.   
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Creating a Receiver 

To create a receiver, choose Receivers from Recipients section 

 

Click on the Add Receiver button at the right top of the receiver 
screen. 
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There are several fields those needs to be filled in properly to uniquely identify and differentiate receivers 
from other receivers. 

Fields marked with asterisk are the mandatory fields 

Name: Enter a unique name for the receiver 

Description:  This field can be a very helpful look-up tool when trying to identify receivers within HipLink.  
The description can be viewed in the send screens as well as the detail screens in the Favorites list on 
the HipLink Mobile app.  We recommend that you establish a common theme for your organization for 
this field such as department or specialty, location and even phone numbers.  This information can be 
searched on in all send screens and on the mobile app.   

Primary Carrier/Delivery: Select the carrier you created in the previous step 

Primary PIN: This will automatically be populated based on the receiver name but can be edited to your 
user preferences.  This will become the User ID used to login from the mobile smartphone.   

HNP Password: Enter the password you would like to use for the receiver. This will have to be entered 
from the Mobile Application for authentication.   

Receiver Type: Select 2-Way  

Receiver Attributes: If enabled in your license key, you can assign a defined Attribute in this area.  
These Attributes are used for ad-hoc lookup in the Attribute send as well as in the Favorites in the Mobile 
App.   

Receiver Email: This should only be defined if the device owner wishes to have a copy of messages sent 
to their email and the email system is secure.  

Owner First Name, Last Name:  These are also important fields to be sure to enter accurate data.  This 
is used in the send screens for lookups and in the Mobile App for Favorites queries.   

Mobile User Group: Select the Mobile User Group to assign HipLink Mobile permissions to the HipLink 
Mobile receiver.  

Receiver Signature: Enter receiver signature that will determine the signature of the Sender of a 
message when sending from the device.  

Call Back Number:  This is used for a User to give the number they wish people to reach them on.  Many 
times, this won’t be their cell phone number but maybe an office or a department central phone number.  
This number will be shown in the Contact details screen of the Mobile App.   

Text Failover Number:  The failover number should be entered with a 1 and then the ten-digit cell phone 
number.  If for some reason HipLink can’t deliver a message it will send a notice to the User as a 
standard SMS text message and tell them a message is waiting, please login to HipLink.  All HipLink 
Mobile Users should have a failover number designated.   

 

Session Manager – HNP sessions 

To access HNP Sessions tab, Choose Session Manager from Sys Admin section and open HNP 
Sessions tab from Session Manager screen 
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This tab shows all the HNP users that are logged into the device application, and that have active 
sessions present. When user logout from the application their session record will be removed from this 
panel but remain available on Manage HNP Devices screen. The panel also displays their IP addresses, 
Client names and OS versions. 

 

 

 

Green tick icon: It shows that the client app is in foreground and can communicate with the HipLink 
server over socket 

Detail icon: Detail icon in Actions column with each record shows the detail of the connected receiver 
including his location 

Edit icon: The Edit icon against each user opens up the pop-up window for Remote Administration  

 

 

Remote Administration allows HipLink admin users to set permissions for an individual HNP receiver (but 
if General Policy is applied it will take precedence over individual permissions). 

Remote Administration has 2 tabs: 

• Push Settings: Push settings has same set of features as the Mobile User Group screen. The 
only difference is that Remote Administration is for individual receivers whereas mobile user 
group is for all those receivers who have belong to the same Mobile User Group. 
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• Wipe User Data: Wipe User Data has three check boxes as Alerts, Chats and Saved responses. 
On sending these permissions as checked will deletes the data from client for selected screen 
and if all three checkboxes checked permission is sent client will consider this as master cleanup 
and completely wipeout application data. After receiving Wipe out permissions application will 
become unusable 

 

Desktop Sending for Location Tracking in HipLink Mobile 

This section provides information for the ‘HipLink Mobile Location Tracking’ feature when sending Alerts. 
For additional details on the remaining features when dispatching Alerts from the Send Panel, please 
refer to the HipLink User Guide. 

HipLink Mobile Location Tracking using the Primary Send Panel:  

 

Location Tracking: 

Place Name: Enter a valid name of the location that you would like to use as the destination i.e. “Civic 
Center” or “State Fair Grounds”. 

Address: Enter the street address of the location that you would like to use as the destination.  This can 
include the City and State as part of the field. 

Cross Street: Enter a Cross street of the location that you would like to use as the destination. 
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City: Enter just a City name 

Latitude & Longitude: Use decimal degree format (45.123456, 123.123456). If coordinate information 
isn’t available, HipLink will plot the map using the address information.  

NOTE: All fields in the Location Tracking section are optional values. HipLink will attempt to provide 
mapping information using any combination of the provided values that have been entered.  

 

HipLink also allows you to enter address information directly into the message body within the Send 
Panel. In order to use this feature, ensure that the Location Extraction option has been configured within 
the Global Settings of your HipLink system. 

 

HipLink allows the use of API’s, Gateways, and CLI modules to send Location Tracking information to 
Alert recipients. In order to use these features, Location Extraction must be enabled within Global 
Settings. 

 

 

Tracking Progress for HipLink Mobile Location Tracking 

The Campaign Progress panel from the GUI interface allows HipLink users to view or track details of an 
alert dispatched using the location tracking features. 

HipLink Mobile Location Tracking is accessible from Send -> Campaign Progress -> HNP Location 
Tracking 

 

This tab shows all the alerts which were sent with a Location indicator and displays Action, Job ID, 

Message, Dispatch Time, Total Recipients, Confirmed, Rejected, and Pending 

 

To view map details and track alert responders, use the icon in the Action column associated with the 

message you want to view. 
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Location Parameters: Shows the address parameters extracted from message body or from location 

address fields. Latitude/Longitude values will be provided if only available. 

Map Details: This section shows a detailed map screen with the destination and markers for each 

responder sent the message.  It will update with each person’s real-time location if they selected tis option 

from the message. 

Recipients: All the alert responders who received alert will appear in the Recipient list will be 

distinguished with color codes of their status. The codes are shown below the list. Clicking on any 

responder name will make that particular pin marker prominent on map screen. 

Filter By: Filters available to view only specific type of recipients and pin markers on map 
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View HipLink Mobile Location Details 

The View Hiplink Mobile Locations panel from the GUI interface allows HipLink users to view the live 
location of the HipLink mobile device.  

View HipLink Mobile Location is accessible from Send -> View Hiplink Mobile Location -> HNP Location 
Tracking 

 

This screen shows all the receivers who have shared their locations along with their active and inactive 

statuses.  

 

Location Parameters: By hovering on the pin location markers, it will show the receiver name along with 

Latitude/Longitude values. 

Map Details: This section shows a detailed map screen with each person’s real-time location if the 

location sharing button is ON from the HNP Devices. 

Recipients: All the HL Mobile receivers who have shared its live location will appear in the Recipient list 

will be distinguished with color codes of their status. The codes are shown below the list. Clicking on any 

responder name will make that particular pin marker prominent on map screen. 

Filter By: Filters available to view only specific type of recipients and pin markers on map. 

Active: Shows that the HL Mobile device shared its live location in the last 5 minutes. 

Inactive: Shows that the HL Mobile device has not shared its live location for over 5 minutes or it has 

turned off the location sharing from the application. 


